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OVERVIEW

This document describes how to use Tenable’s xTool to generate SCAP-certified content
audits as well as SCAP OVAL, XCCDF, ASR, and ARF reports from the scan results. The xTool
is only available to SecurityCenter customers and can be downloaded from the Tenable
Support Portal.

STANDARDS AND CONVENTIONS

Throughout the documentation, filenames, daemons, and executables are indicated with a
courier bold font such as gunzip, httpd, and /etc/passwd.

Command line options and keywords are also indicated with the courier bold font.
Command line options may or may not include the command line prompt and output text
from the results of the command. Often, the command being run will be boldfaced to
indicate what the user typed. Below is an example running of the Unix pwd command:

# pwd
/opt/sc4/daemons
#

& Important notes and considerations are highlighted with this symbol and grey text
boxes.

Tips, examples, and best practices are highlighted with this symbol and white on

/ blue text.
—
ABBREVIATIONS
The following abbreviations are used throughout this documentation:
ARF Assessment Results Format
ASR Assessment Summary Results
CCE Common Configuration Enumeration
CPE Common Platform Enumeration
CVE Common Vulnerability Enumeration
FDCC Federal Desktop Core Configuration
LASR Lightweight Asset Summary Results Schema
NIST National Institute of Standards and Technology
OVAL Open Vulnerability and Assessment Language
SC SecurityCenter
SCAP Security Content Automation Protocol
XCCDF Extensible Configuration Checklist Description Format

Copyright © 2002-2012 Tenable Network Security, Inc.
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SIMPLE AUDIT PROCEDURE

Tenable requires that all file types for XCCDF, OVAL, and .nessus files be kept in
the xTool “resource” directory (XTool_<version>\data\resource). The xTool

- references configuration files from this location and will generate errors or create
incomplete reports if the reference files cannot be found or are an incorrect
version.

To perform a certified SCAP audit, follow these high-level steps:

1. Download and extract the latest xTool from the Tenable Support Portal to a Windows
system (XP or greater). There is no installer and the xTool will run from the location
it is extracted to.

2. Download the certified NIST SCAP content to the same Windows system.

3. Using the xTool, load the SCAP content and generate a Nessus audit file based on
user selected settings.

4. Load the audit file into SecurityCenter.

5. Associate the audit file with a properly configured scan policy that is targeting the

desired asset(s).

6. Perform a vulnerability scan based on the selected policy.

7. When the scan is completed, load the results (.nessus file) into the xTool for
conversion to the desired reporting format (XCCDF for NIST reporting). In addition,
OVAL reports can be generated locally and viewed to ascertain NIST compliance
status.

& The .nessus file must be saved in the same location where the SCAP FDCC files
from NIST were saved.

Each of these steps is documented in detail later in this document.

XTOOL 1.4 vS. XTOOL 1.6 FUNCTIONALITY AND CONTENT

Any .audit files created with xTool version 1.4 are not compatible with xTool
version 1.6 and vice-versa.

The xTool version 1.6 differs from 1.4 in functionality and output in a number of important
ways. Some of these changes reflect functional enhancements implemented to improve the
xTool’s usability. Others address changes to NIST OVAL requirements for certification
purposes.

The primary change is in the format of .audit files and the subsequent check format as
reported from the SecurityCenter post-scan. NIST requires that checks be performed
individually rather than grouped by rule. For example, the .audit in v1.6 includes an audit
check for each OVAL test referenced by the XCCDF document instead of encompassing the
entire audit check with the associated groupings for a given XCCDF rule in the .audit. The
grouping is later performed by the xTool to determine if a system is compliant. Therefore, a
fail result for an OVAL test in the SecurityCenter 4 report does not necessarily mean the
system is not compliant.

Copyright © 2002-2012 Tenable Network Security, Inc.
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System compliance is determined by performing a .nessus to OVAL or .nessus to XCCDF
report conversion and submitting the results to NIST. A good way to preliminarily gauge
compliance is by viewing the human readable report for each host, which is available under
the “humanReadable” directory. A HTML report could also be created to review the system
compliance by clicking on the “Transform an XML file” button while performing .nessus to
OVAL conversion, and uploading the relevant input/output files. Note that audits created by
xTool 1.6 only include CCE and OVAL test IDs, omitting other references.

The xTool version 1.6 now supports working directly with OVAL content, where xTool 1.4
only supports XCCDF content. This allows users to develop their own custom content based
on localized requirements and not a “one-size-fits-all” approach.

Additional changes and functionality are described throughout this document.

XCCDF CERTIFIED VS. LOWER-TIER CONTENT

Tenable designed the xTool to work with the official XCCDF Tier 1V content used in the FDCC
program. Beta quality XCCDF-compliant content (Tier 3 and below) is also available from
NIST. A few commercial vendors provide content that is not guaranteed to work in SCAP-
validated tools, but may work with Tenable’s xTool. Tier definitions are listed below:

IV — Will work in any SCAP validated tool
III - May work in any SCAP validated tool
IT - Non-SCAP automation content

I - Non-automated prose content

& Effective Feb 28, 2011, Tier IV RHEL 5 content is available in the NIST SCAP
content repository. This content is listed as a beta-candidate and was released
after the most recent xTool SCAP certification. While not currently compatible
with the xTool, it will work in an upcoming release.

USING THE XTOOL

The xTool is distributed as a ZIP file. It does not have an installer and runs as a stand-alone
executable. To use the xTool, follow these steps:

1. Download the xTool ZIP file from the Tenable Support Portal.
2. Transfer the ZIP file to the Windows system that will be used to generate audit
policies.
3. Extract the ZIP file, which contains the following:
> xTool.exe
> supporting .d11 and other executable files
> a data directory where reports, logs, and additional support files are stored
4. Run the xTool.exe program to parse NIST or other XML content.

Copyright © 2002-2012 Tenable Network Security, Inc.
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OPERATION

DOWNLOADING FDCC XCCDF CONTENT

SecurityCenter users can obtain the various SCAP bundles at
http://nvd.nist.gov/fdcc/download fdcc.cfm under the “"SCAP Content” section of the page.
Bundles can be downloaded collectively as a single .zip archive, or separately based on
SCAP bundle types (IE 7, Vista, Windows XP, Vista Firewall, XP Firewall) at this link:
http://nvd.nist.gov/fdcc/download file fdcc.cfm.

Tenable requires that all working files for XCCDF, OVAL and .nessus be kept in
the xTool “resource” directory (XTool_<version>\data\resource). The xTool

- references files from this location and will generate errors or create incomplete
reports if the reference files cannot be found or are an incorrect version.

As of August 2010, FDCC content uses the following archive file naming convention:

FDCC-Major-Version-<version number>-mmddyyyy-xxxx.zip

Download the file for OVAL version 5.3. For example, if the file version is w.x.y.z, then
download w.x.1.z where 1 indicates OVAL version 5.3. As of March 2011, the latest OVAL
5.3 content available for download was version 1.2.1.0.

When this file is unzipped, folders that contain various platform categories are extracted.
Within each folder, the actual SCAP content is available as displayed below:

J.ﬁ.ddress I@ FDCC-Major-Yersion-1.2, 1.0/wiro j e
Mame = | Type | Packed. .. | Has ... | Size | R... | Date
Folder Tasks [ fdec-winxp-cpe-dictionary xml | #ML Document 1KE Mo 1KE 479% SJ6/2003 12:25 PM
] |2 Fdcc-winxp-cpe-oval xml #ML Dacument ZKE Mo BKE S4% 9)2/2008 12:59 PM
(] Extract allfiles = Fdec-winxp-oval sl %ML Document ELKE Mo Q14KE O5%  4/8/2009 %04 PM
2] Fdcc-winxp-patches, zml #ML Dacument 71KE Mo 1,22,.. 95% 8/5/20104:51 PM
other Places % = Fdcc-winzp-scccdf sl wML Document 33KE Mo FISKE  89%  4/3/2009 3:0Z PM

SCAP Content Supporting Files

The following sections describe how to load these files into the xTool and generate audit
policies that can be loaded into SecurityCenter.

LOADING XML CONTENT INTO THE XTOOL

XCCDF to .audit

P Click on the xTool user interface and then hover over the icons at the top of the
by interface to view item description tooltips.

Running the xTool for the first time produces a blank output screen similar to the following:

Copyright © 2002-2012 Tenable Network Security, Inc.
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T} Tenable XTool = | (2]
File Reports View Help

b =2 [om = P = =

T eece a

XCCDF: Audit:

The xTool Interface

To load XCCDF content, click on the yellow browse icon in the upper left-hand corner,
browse to and select the desired XCCDF XML file.

Many XML files are distributed in the FDCC content. These files define the checks (in OVAL)
and the target platforms (CPE). The xTool expects a file with an “xccdf” string in the

filename to be loaded as the reference file. A list of some of the valid XCCDF files distributed
with the FDCC content is shown below:

Copyright © 2002-2012 Tenable Network Security, Inc.
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o

'j! My Computer | | (= Fdoc-ie7-cpe-dictionary,xml |2 fdoc-xpfirewall-cpe-oval xml
Fdcc-ie7-cpe-oval  xml =) Fdoc-xpFirewall-owval, xml
= Fdoc-ie7-owal xml l2] Fdoc-spfireveall-xecdr, =mi|
Fdcc-ie7-xcodf, =ml I
Fdcc-wistafirewall-cpe-dictionary. xml
Fdce-viskafirewall-cpe-owval xml
| Fdcc-vistafirewall-owal. sl
Fcc-vistafirewall-zcedf.aml |
Fdcc-winvista-cpe-dictionary, xml
fdcc-winvista-cpe-owval, xml
= Fdcc-winwiska-owal. xoml
chc-winvista-xccdf.xmll
Fdcc-winzxp-cpe-dictionary. xml
fdcc-winxp-cpe-oval, xml
Fdcc-winzxp-oval, =l
oy il
Fdcc-xpfirewall-cpe-dictionary, xml

File name: Ichc-winxp-xcch.xml
Files of bype: |XML files {*, xml) ;l Cancel |

Scap Content Profiles

After loading the content, the xTool window displays the available profile(s):

’H Tenable XTool

File Reports View Help

KCCDF: fdcc-winxp-xccdf.xml Audit:
4 Profiles
» federal_desktop_core_configuration_v...

Available Profiles

If multiple profiles are available, the xTool will display them in the left-hand window. In the
above screen capture, only one profile (“federal_desktop_core_configuration”) is available.

GENERATING AN AuDIT PoLICY

Selecting a Profile

Clicking on a profile name causes the xTool to expand this selection into a tree view. Each
name of the audit specified in this profile is shown and in the bottom right window the
relevant Nessus audit logic is also displayed, as shown in the following example:

Copyright © 2002-2012 Tenable Network Security, Inc.
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% Tenable XTool = | |-
File Reports View Help

2ETECCce &

KCCDF: fdcc-winxp-xccdf.xml Audit:
4 Profiles + | <custom_item> -~
i 4 federal_desktop_core_configuratio... | |  type: PASSWORD_POLICY
+ lockout durati description: "13: Maximum password age is profile defined"
| ACCOLUNT_IOCKOUT_auration value_type: TIME_DAY
| account_lockout_threshold value_data: [0..60]
I account lockout reset password_policy: MAXIMUM_PASSWORD_AGE
T - info: "oval:gov.nist.fdcc.xp:tst:13"
| password_history_enforcement info: "CCE-2920-7: The 'maximum password age' policy
| maximum_password_age should meet minimum requirements."
minimum_password_age info: _C_CE—S?I: The maxlmulll'n password age' policy should
| o meet minimum requirements.
minimum_password_length info: "Generated by Tenable:xTool:v1.6.0"
password_complexity </fcustom_item:
PasswordStorageReversibleEncry...
maximum_application_log_size <custom_item=
maximum_security_log_size R e SO L \
. ] description: "443: Maximum password age not equal 0
maximum_system_log_size value_type: TIME_DAY
retention_application_log value_data: [1..MAX]

- - password_policy: MAXIMUM_PASSWORD_AGE
retent!on_securlty_log info: "oval:gov.nist.fdcc.xp:tst:443" T
retention_system_log info: "CCE-2920-7: The 'maximum password age' policy
rcp.exePermissions should meet minimum requirements."

L info: "CCE-871: The 'maximum password age' policy should
r‘eg.exePermlssmns | et T rzTEETE . O ﬂ

Profile Items

Profile item names that start with a tilde (~) indicate a test for which no OVAL check is
available or perhaps an OVAL definition containing an error.

Save a .audit File

cE”Ececce &

To save an audit file for a profile, highlight the profile and click on the Save icon. This opens
a file save dialogue box to save the file (with a .audit extension) to a location of your
choosing. After saving the .audit file, upload it to SecurityCenter for addition to the desired
scan policy. The steps to perform this action are detailed in the "Working with
SecurityCenter” section below.

OVAL to .audit

In the steps above, we used the xTool and XCCDF content to generate an audit policy. The
user can also use the OVAL content to generate audit policies (and subsequent .audit
files). This option is typically for advanced users who write their own OVAL content for use
with Nessus/SecurityCenter. Audit files created with this method may work, but are not
officially supported.

Copyright © 2002-2012 Tenable Network Security, Inc.
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Click on the OVAL to .audit option and then follow the same steps provided for XCCDF to
.audit policy generation. Before saving the .audit file, an “Unsupported CPE” warning
dialog must be acknowledged.

’H Unsupported CPE Li—hJ

This OVAL file is not officially supported by Messus since it contains
either no CPE or unsupparted CPEs

Standard OVAL to Audit Message

After acknowledging the warning, the .audit file is then loaded into SecurityCenter or
Nessus as detailed in the “Working with SecurityCenter” section of this document.

File Options
The xTool comes with four options for viewing and searching generated data:

View XCCDF File - This option, available by clicking on this icon: E5 or through the
“File” dialog, displays the XCCDF XML content that was parsed by the xTool. An example
screenshot generated from the Windows XP SCAP content is displayed below:

u File: fdcc-winxp-rocdf.xml o ] 4|

<7xml version="1.0" encoding="JTF-8"? = ﬂ
<Benchmark id="FDCC-Windows-XP" resolved="0" xml:lang="en"
wrins="http:j /checklists, nist. gow/xcodfil, 1"
wrnlns xsi="hktp: [ fvnww w3, orgf 2001 ¥MLSchema-inskance”
wmins:cdf="http: /{checklists. nist, gowfxccdff1.1"
xmins:cpe="http:{cpe. mitre.arg/dictionary/2.0"
wrilns:dc="http://purl.orgfdecfelements 1. 1"
wrilns xchkml="http: / fvne, w3, orgf 1999 <html”
wrmnins :dsig="http: v, w3, 0rg) 200009 fxmldsigs”
wsitschemalocation="http:/{checklists.nist. gov)xccdff1.1 xcedf-1.1.4,xsd
http:ficpe.mitre.argflanguage)2.0 cpe-language_2.0.xsd" =
<statius date="2008-01-10">accepted </status =
<kitle =FDCC: Guidance For Securing Microsaft \Windows P Systems Far IT Professional </title =
<description =This benchmark has been created ko assist IT professionals, in particular Windows XP systern administrators and
infarmation security personnel, in effectively securing Windows XP Professional SP2 systems. </description=
<natice id="terms-of -use" xml:lang="en"=>Dao not attempt to implement: any of the settings in this guide without first testing them in a
naon-operational environment, MNIST assumes no responsibility whatsoever For its use by other parties, and makes no guarantees,
expressed or implied, about its quality, reliability, or any other charackeristic, NIST would appreciate acknowledgement if the document
and template are used, «</notice >
=front-matter xml:lang="en">todo - add text«/Fronk-matter =
<rear-matter xmlilang="en" = <xhtml:strang = Trademark Information </xhtml:strong = <xhtml:bry = <xhtml:br =Microsaoft, Windows,
windows XF, Windows Vista, Internet Explorer, and Windows Firewall are either registered trademarks or trademarks of Microsaft
Carporation in the United States and other countries, <xhtml:brf = <xhtrml:br =4l other names are reqistered trademarks or trademarks of
their respective companies. <frear-matter =
=reference href="http:/fnvd. nist.gowfchidst_detail. cfm?config_id=76">
<dc:publisher =Mational Institube of Standards and Technology </dc:publisher =
<dc:identifier =5F 800-68 < dciidentifier =

<[reference=
<platform idref="cpe:/o:microsoft:windows _xp" > LI
Search I << Prey | Mext == | Close |

XCCDF Source

Copyright © 2002-2012 Tenable Network Security, Inc.
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View OVAL File - When using the OVAL to .audit option, the user can click on the
“View OVAL File” option to view the source .oval file.

View Audit File - Once an audit file has been generated from the OVAL/XCCDF
content, the “View Audit File” option may be used to display the actual audit file to be
used by SecurityCenter or Nessus for system auditing.

View Nessus File - This option allows the user to view the currently loaded .nessus
file.

WORKING WITH SECURITYCENTER

LOADING THE AuUDIT PoLICY

& Only users with the “Create Audit Files” permission can upload .audit files to

SecurityCenter. The Organization Head and Administrator users always have this
permission. Audit files uploaded by the administrator are available to any
organization, while those uploaded by the Organization Head are available to their
respective organization only.

The “Audit Files” window is available under the “Support” tab as shown below:

R 3 SecurityCenter

Dashboard

Assets
Active Active Sorted Vulns Audit Files

Credentials

Plugin Il Tol| Severi| Name
10481 1 Criti..  MySQL Unpassworded Account C

. . Scan Policies .
33929 62 High PCIDSS compliance » Compliance

command Queries I
Ases

Loading the Audit File

This presents the user with a file upload option where a single audit file can be added to
SecurityCenter.

ADDING THE AUDIT FILE TO A VULNERABILITY SCAN

Once the audit file is loaded to SecurityCenter, it can be used in a scan policy. One or more
audit files can be specified in a scan policy. They do not all need to be based on FDCC or
SCAP content. Vulnerability policy definition and usage is covered in SecurityCenter
documentation.

P The following blogs cover configuring the remote Windows XP and Vista host
Ll settings for SCAP certification testing:

(Vista)
(XP)

At a minimum, the policies must include the following:

Copyright © 2002-2012 Tenable Network Security, Inc.
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The vulnerability scan credentials are added to the scan itself, and not through
the scan policy creation dialog.

The specific audit policies to be used.
The selection of the “Policy Compliance” plugin family.

Port scanning options. If no vulnerability audits are being performed, consider disabling
port scanning to speed up scanning.

ANALYZING SCAN RESULTS
When scans complete, the results will be available in the "Scan Results” interface.

Important SCAP data references are available for querying from the Scan Results interface
via the query and filter tools. A simple listing of configuration items found during an audit of
an XP Professional host is shown below:

Scan Results

All New Mitigated Source: FDCC_XP [2010-11-01] 649 results / 28 pages

Vulnerability Summary
Detailed Vulnerability List
Vulnerability Summary

1000766 133: Registry key HKEY_LOCAL_MACHINENSystemiCurrentControlSetiServicesiL DAPULDAPClientintegrity has type REG_DW
1000797 1 143: Registry key HKEY_LOCAL_MACHINE#S oftwareliMicrosoftiWindowsl\ CurrentVersion'Policies\\System\ShutdownWithoutLog
1000796 | 1 Low 142: Registry key HKEY_LOCAL_MACHINEWSoftwaretiMicrosoftiwindows NTWCurrentVersion\iSetupliRecoveryConsolel\SetComi
Reqgistry key HKEY _LOCAL_MACHINENSoftwaretiMicrosoftiwindows NTWCurrentversioniSetuptiRecoveryConsoleliSetCom
Reqgistry key HKEY_LOCAL_MACHINEWSoftwaretMicrosoftiWindows NTICurrentVersion\\SetupliRecaveryConsaleliSecurityl
Analysio Tool 1000793 1 Low 139: Registry key HKEY_LOCAL_MACHINE#SoftwaretiMicrosoftiWindows NTUCurrentVersion\\SetupliRecoveryConsolel\Securityl
1000792 | 1 High 138: Registry key HKEY_LOCAL_MACHINEWSystemCurrentControlSetControliiLsaliMSV1_MNTLMMinServerSec=537395248
1000791 1 Law 137: Registry key HKEY_LOCAL_MACHINENSystemiCurrentControlSetiControliLsaiMSV1_WNTLMMinServerSec has type REC
Load Query 1000790 | 1 High 136: Registry key HKEY_LOCAL_MACHINE!SystemWCurrentControlSetiControltiLsatMSV 1_IMNTLMMInClientSec=537395248
1000789 1 Low 136: Registry key HKEY_LOCAL_MACHINEUSystem\CurrentControlSetiControltiLsatiMSV1_IMNTLMMinClientSec has type REG
1000788 | 1 High 131: Registry key HKEY_LOCAL_MACHINEWSystemCurrentControl SetiiServicesMLDAPWL DAPGlientintegrity=2
Bhow Filters 1000787 1 Low 134: Registry key HKEY_LOCAL_MACHINENSystemiCurrentControlSetiServices\L DARPWLDARClientintegrity=1

1000795 | 1 Low 141

1000794 1 Low 140:

=}

Bave as Query

e 1000798 | 1 Low 144: Registry key HKEY_LOCAL_MACHINE"S oftwaretiMicrosoftiWindowsiCurrentVersion'Palicies\\SystemShutdawnWithoutLog
p— 1000785 1 High 130: Registry key HKEY_LOCAL_MACHINE!SystemtCurrentControl Sett\ControltLsatL mCompatibilityLevel=5

1000784 | 1 Low 129: Registry key HKEY_LOCAL_MACHINEWSystemCurrentControlSetiGontroltiLsatLmCompatibilityLevel has type REG_DW0O
1000783 1 High 128: Registry key HKEY_LOCAL_MACHINENSystemiCurrentControlSetiContraliLsatiNoLMHash=1
1000762 | 1 Low 127: Registry key HKEY_LOCAL_MACHINE"SystemWCurrentControlSetiControliiLsaiNoLMHash has type REG_DWORD
1000781 1 Low 126: Registry key HKEY_LOCAL_MACHINE!SystemCurrentControlSetiControliLsal\ForceGuest=0
1000780 | 1 Low 125: Registry key HKEY_LOCAL_MACHINENSystem\CurrentControlSetiControliiLsaliForceGuest has type REG_DWORD
1000779 1 339: Registry key HKEY_LOCAL_MACHINE!SystermiCurrentControlSetiServicesiLanManServer\ParametersiMull SessionShare

1000778 | 1 338: Machine registry key only has specific values System\\CurrentControlSetiControlProductOptions, SystemiCurrentControlSet!
1000777 1 337: Machine registry key has value System‘\CurrentControlSetiiControl Terminal Server\\DefaultUserConfiguration

1000776 | 1 336: Machine registry key has value System'\CurrentControlSet\Control Terminal ServeriUserCaonfig

1000775 1 335: Machine registry key has value System\\CurrentControlSetiControltTerminal Server

SecurityCenter Scan Results

Use the “Detailed Vulnerability List” filters “Vulnerability Text” field as shown below to
locate SCAP relevant entries, such as CCE, CVE, CPE, or CVSS references.

2 Tenable Network Security, Inc.
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Filters

LUE NG [Detailed Vulnerability List ETLRET T All Families o

Severity Low
Medium

Addresses

High

Pots (B - Critical

Protocol TCP Plugin Type

UDP Vulnerability Text

ICMP

Cancel Apply Filters

SecurityCenter Filters

For more information on working with SecurityCenter, please refer to the SecurityCenter
documentation located at: https://support.tenable.com/support-center/.

TECHNICAL ISSUES
There are several technical issues to be aware of when analyzing the test results:

The Compliance Check Test Error will show as "ERROR” (medium severity) if an audit
cannot be performed. It will report as a pass if there was an error at one point, but now
scans have proceeded without issue.

Tenable engineered the logic generated by the xTool to perform a “"CPE Platform Check”.
This check ensures that the host you are scanning for is the correct OS. For example, if
you scanned a Windows 2003 platform with an XP Professional policy, you would get a
single result indicating a failure of this check. If this error is reported on a system that
has the correct CPE, make sure the remote registry service is running before re-running
the scan or use the option "SMB Registry : Start the Registry Service during the scan”.

The Xccdf_Scan_Check is also a check derived from the XCCDF content that identifies a
variety of the parameters used.

CREATING FDCC XML REPORTS

CONCEPT

For FDCC reporting, NIST requires that you submit a sample of your non-compliant hosts.
Although SecurityCenter has the ability to export all compliance data as a Nessus XML
report that can be loaded into the xTool, this can sometimes be impractical.

Instead, Tenable recommends that SecurityCenter be used to identify profiles of likely non-
compliant hosts. Your organization may have made exceptions to the FDCC standard in
several different ways. Using the various asset summary and reporting tools within
SecurityCenter, you can identify which assets or hosts are likely in compliance or are not in
compliance with FDCC and the exceptions.
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Once these exceptions are identified, perform a full audit of each of them. If you wish to
create a single scan job to perform this task, you can use a list of IPs or create an asset list
to scan them.

Tenable also recommends that this scan be performed with as detailed an audit file as
possible. The minimum settings for the audit policy to work include the CCE naming, the
name of the audit policy used, and the date the audit was created.

DOWNLOADING SCAN RESULTS

To download your scan results for importing into the xTool, choose the “.nessus” download
format. This provides a zipped version of the report results. The name of the file will be in
the format <scanid>. zip where the scan ID is the actual scan ID used in SecurityCenter. A
screen capture of the download process is shown below:

Download Scan Results X

——

Cancel Submit

Downloading Nessus Scan Results

CONVERTING .NESSUS TO XCCDF OuTPUT

Only .nessus v1 formatted output as produced by Tenable’s SecurityCenter is
supported by the xTool.

P

& The corresponding XCCDF and OVAL reference files must be located in the same
. , | folder as the .nessus file for the import to occur.

1. First, copy the corresponding XCCDF and OVAL reference files to the folder where the
.nessus file is located. If both of these files are not present in the same directory, an
error similar to the one below is displayed:
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{¥ Nessus File Load Error x|

Either the wxcodr file missed, or you are using the wrong xccdf file Far this repark,
Moke: the xoodf file must locate in the same direckory with your nessus repart File,

K

In the example below, the fdcc-winxp-xccdf.xml and fdcc-winxp-oval.xml files
are copied into the same directory as the .nessus file. Use the corresponding XML
files based on the NIST bundle that your scan is based on.

) 1.21266,nessus Fdcc-winxp-oval i
File and Folder Tasks & MESSLIS File - HML Document
450 KB == | 9548 kR
J Make a new Folder
@ Publish this folder to the g Fdec-winxp-xocdf, xml
Web ) wML Docurnent
k? Share this Folder == | 71ZkB

Nessus to OVAL/XCCDF Correlation

To load the Nessus report containing the non-compliant results from the
SecurityCenter scan, click on the “"Nessus to XCCDF” icon at the top of the interface
and then click on the folder “Load” icon to browse for your .nessus file.

File Reports View Help

On loading, the xTool displays a list of IP addresses for which compliance data was
found and also allows users to navigate through which CCE entries had compliant
and non-compliant audit results. A screen capture is shown below:
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==y X

’H Tenable XTool

File Reports View Help

sEHeccee d

Messus File: 1.75846.nessus Host List Report || Report Al
TestResult Identity * Tenable Customer ID
Authenticated
Priviledged
* Organizations
F
Failure List Edit Override ||Save [}verride][Load [}verride]
S

|

* ntlm_ssp_based_servers_session_security |_|
# FIPSCompliantEncryption

# IPSourceRoutingProtectionLevel
# AutomaticDetectionOfDeadGWs
# AllowICMPRedirectsDisabled

# KeepAliveTime

# DisableAutorunForAllDrives

* NameReleaseRequests

Nessus to XCCDF Interface

Highlight the desired IP address(es) and then enter in your Tenable Customer ID and
Organizations in the fields to the left of the host list. Perform any overrides as
described in the section below and then click on the “Report” or “Report All”
command buttons to generate the XCCDF report file. The resulting XCCDF report is
saved as an XML file into the resource directory. This file can be submitted to NIST

for processing.

FILLING OUT NON-COMPLIANCE OVERRIDE ISSUES

The xTool allows tracking and editing of hon-compliant issues. Clicking on a given
discrepancy (failed audit) displays a dialog box that permits users to enter a remark. A

screen capture is shown below:
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% Failure Override Editor % ﬂhj
Host:
Check: ntim_ssp_based_servers_session_security
Remark Authority
We need this to keep the John Argtangent
airplanes flying and the kids 1
safe! 0ld result New result

[ [fail '] [pass ']

o ][ concal |

Override Handling

CCE entries that have failure override data in them are indicated with an asterisk:

Fallure Lisk

92.165.20.240

- CCE-1009: Turn-off-the-Publish-to-web-task-for-files-and-folder s

- (CCE-100: minimurm_password_length

- CCE-1040: Turn-OFF-wWindows-Movies-Maker-Automatic-Codec-Downloads
- CCE-104: SignCommunicationsIFClientAgrees

- CCE-1055: Turn-OfF-Internet-Connection-wizard-if-URL-Connection-is-Refer
- ¥CCE-1062: Turn-OFF-Windows-Movie-Maker-Online-\Web-Links

- CCE-1064: Turn-OfF-Inkernet-File-Association-Service

- #CCE-108:DenyLogonThroughTerminalSer vices-Guests

- CCE-10: AuditDireckory Servicedccess

- CCE-1225imshka, exe-permissions_SYSTEM, Administratars

e iTTFA 20 dA Aab Rracarwa sana imFarracsbice in Fila akkachraanks

Overridden and Non-overriden Results

SAVING AND REUSING FAILURE OVERRIDE DATA

Since the process of filling out and tracking failure overrides and exceptions can be tedious,
this data can be saved independently of the scan results.

After filling out the failure overrides, this data can be saved into a file with a . fov extension
by choosing Save Override. This data can later be re-used by loading a scan and then
choosing Load Override.

COMPLETING AND PRODUCING THE FDCC REPORT

Before any report can be saved, your Tenable Customer Support ID must be entered in the
“Tenable Customer ID” field so that NIST can independently verify that you are using a
certified FDCC solution. It is also required that you include information that describes your
organization in the “"Organizations” field. NIST uses this information to track FDCC
compliance status.
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There are two reporting options to produce the XML report: “Report” or “Report All”. The IP
addresses listed in the upper right "Host List” window can be toggled to specify which IP
addresses to report on. Choosing either "Report” or "Report All” from the command
options saves the results in an FDCC compliance XML report format. This file can be sent to
NIST for analysis of FDCC compliance. For more information on FDCC compliance reporting,
visit the NIST FDCC compliance reporting FAQ.

VIEW OPTIONS

Other options are available from the “File” menu after the .nessus file has been loaded. The
options are listed below:

1. View Nessus File - Displays the XML text from the loaded .nessus file.
2. View XCCDF Report - Displays the XML text from the generated report file.

CONVERTING .NESSUS TO OVAL OUTPUT

Only .nessus v1 formatted output as produced by Tenable’s SecurityCenter is
supported by the xTool.

2

& The xTool will only supports the OVAL/XCCDF content provided by the xTool for
the .nessus to OVAL conversion process. This is the content that comes

preloaded in the “resource” directory. Newer versions of content will appear

periodically on the NIST web site and are updated in newer releases of the xTool
during the SCAP recertification process.
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T} Tenable XTool = | (2]
File Reports View Help

SEcCceCa

Nessus File: 1.75846.nessus Host List Report Report All

Report Format:

Full (Definition and test results)
Thin (Definition results only)

(Must check at least one)

[ Validate an XML File ]

[Transform an XML File]

@ Nessus report has been loaded, ready to convert ......

Nessus to OVAL Transform Interface

The OVAL output format is an alternate viewing output. The screen capture above shows a
host that has been loaded from an exported SC .nessus file and is ready for OVAL
reporting. To complete the process, highlight the desired host(s) and click on “"Report” (for

a single host), or “Report All” (where many hosts exist). When prompted, enter the
desired output location and click on “"OK".

% Report Name u—J@ X

Input @ name for the repot

oval Report

I Ne report Ties will De created unaer
dirartome:

C:/Users/ /Downloads/ X Tooll.6. 10/ XT
ool_1.6.1/data/report/Oval Report

[ 0K ] [ Cancel ]

OVAL Report Designation
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In the example above, the report is placed in the “report” folder with the name specified.
This path is not configurable.

Validate an XML File
This command button validates the syntax of the provided XML file matches the NIST
submission requirements.

Transform an XML File

& The HTML file created by this transformation is not used for submission to NIST,
but provides a better gauge of pass/fail than the OVAL or FDCC reports, which are
intended primarily to be machine readable.

The “Transform an XML File” command button allows users to convert the OVAL output XML
to a human-readable HTML file using the NIST-provided results_to_html.xml stylesheet.
See the screen capture below for the transform dialog:

T e o i o
@9 S WX ST

Nessus File: Host List

Report Format: - . - .
£} Tranform XML file |

v | Full (Definition arl

source XML file:
¥| Thin (Definition rf IXTool_1.6.1/data/report/test1/test1_full.xml [...|

(Must check at least style sheet file:
Tool_1.6.1/data/schema/results_to_html.xml |...|

output file:
1.6.1b6/XTool_1.6.1/data/report/results.htmi [..]
Validate &/ [ Ok | | Cancel

Uil — ——

Transformation Completion

In the example above, testl_full.xml is the generated OVAL file content and
results_to_html.xml is the stylesheet provided in the “/data/schema” folder of the xTool.
The results.html file is the name we gave to our output file for viewing in a web browser.
See the screen capture below for a sample results HTML file:

& In the HTML output, the color scheme provided by NIST can be confusing. Orange
cell coloring means the test passed, green means the test failed and gray or white
means the check was not evaluated, not applicable or unknown.
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@ M W el oo/ Documerts % 0end N d0%ettrgs e Desktopdc Tool 1 4.0/ ok L 6.0/dst aleeportframits Ml S = "5
OVAL R tor Informatio OVAL D 0 or Informatio S
s Vrsion Naene Varsion A | & hema Version[Product Name Product Version e
E3 [Tenable SecustyCenter 1403 ottt [i51645 §s3 T o v A mmmlts M2
Lhu Name el Ll
Operating System
Operating System Version
[Architectisre
Interfaces
OVAL System Characteristics Generator Information
ISchema Version Preduct Name Product Version Dat
3 onable SecuntyCenter 03 110111 100915
O D on R
True False Eror Unkriown Not Agglicable Not Evaluated
OVAL D Resull Class Ref D Tt
iroe o COE202800CF.200 Account Lockout Duraticn
oval oov it fdce xp ded 20 true  jeomphiance COE-2466-1CCE-733 IAccount Lockout Reset
frue  jcomphiance CCE 20 TCCESTY Maxmum Password Age
Qi gov st !gu xp ded 22 s COMplant | CCE-2600 4CCE-479 Passwords Stored Using Reversible Encryption
true plisnce CCE014.8CCE268 ication Log Retention Method
oval gov nisd fdec xp ded 204 e omphance CCE-ZIB ECCES [Securty Log Retention Method
1 tue pliance CCE-777ACCERRY [System Log Retention Method
gval oov st fdec xp gt 27 true  joomplisncelCCE-3867-0CCE-X008 0 CCE-2542 JAccount Logon Aude
| oval gov oust fdoc xp deé 29 true phance| CC OO R - count Mansgement Aude
qvat gov nigt fdcc xp det 2 e feomplisnce 2100 6CCE 22042 2CCE- 100 CCE 1744 i ogon Audt
| ool gornist oo xp defal e phiance|CCE2B16-7CCE 2000 TCOE- 25000 CE 2617 PAwdt Process Tracking
oval gov. nigt fdcc ap ded 243 e jeompliance CCE-3040-2CCE-2 (Guest Account Status
| ovak gov nist fdcc xp def 42 tnse pliarce LCE-2344.0CCEATY al Account Use of Blank Passwoeds Limded to Console Logon Ornly
greak gy st f0cc xp:def 45 tue  jcomphiance CCE-31625CCE-2 Access Audit for Global System Objects Disabled
e plance CCE.2065-3CCE. %06 JAust Backup and Restore Privilege Disatled
seak gov. oist fdce xp def 6027 e jcomphiance CCE-M01.4CLER IAcat Shut down system immediately d unable 10 log securty audis
rue i el CCE-3111.2CCEO10 es. Allowed 10 format and eject removable media
seal oo nisk fdCC xpi e 56 tnse  jcompliance CCE2702.6CCE. 402 Users Prevented from knstaling Preter Devers
1rse plisece D-ROM Access Restricted to Locully Logged-on Usee Only
sak gav it fdcc xp Sef 83 tue  jcompliancel CCE-2873-8CCE 463 Floppy Access Restricted 1o Locally Logged-cn User Only
| ovskoow ot fdce xp de€B1 e phiarce COE-X7-3CCE-B40 wre Channel Data Always Digtally Encrypled of Signed

Nessus Transform HTML Report

TRANSFORM NESSUS TO OTHER FORMAT (LASR/ARF) WITH STYLE SHEET
This tool allows the individual to convert existing .nessus files to either the LASR
(Lightweight Asset Summary Results) or ARF (Asset Reporting Format) formats.

File Reports View Help

= e

<= o @ @@ @ ||

LASR and ARF are specialized formats for CyberScope, an application developed by the
Department of Homeland Security in conjunction with the Department of Justice to handle
manual and automated inputs of agency data for FISMA reporting. The formats are not
currently required for the SCAP certification process.

The ARF standard describes an eXtensible Markup Language (XML) schema for sharing per-
device assessment results of devices on IP routed networks. The language is comprised of
top-level and supporting schemas. The ARF language is a communication vehicle for sharing
information grouped by individual findings per device.
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There are seven LASR/ARF conversion output options available through the “File” ->
“Options” -> “"Assessment Summary Results” dialog as shown in the screen capture below:

rf_’ff‘f[)p‘cions BEecee . téj

General
Assessment Summary Results

Finding Types

Common Vulnerability Enumeration (CVE)
Common Configuration Enumeration (CCE)
Common Platform Enumeration (CPE)
Oval Result

¥CCDF Result

Patch

Unknowin

oK l l Cancel Apply

ASR Conversion Options

Each of these adds additional information to the audit file output to make it easier to track.
As options are enabled or disabled, the audit window in the bottom right section is
dynamically updated to show how new content and reporting options are displayed. You can
toggle each of these items and inspect your changes in real-time. Each of the tags performs
the following logic:

Common Vulnerability Enumeration (CVE) - In SecurityCenter, the “description”
field becomes the unique name of the audit. Putting the CVE entry in this field makes all
entries start with a common nomenclature. This makes sorting, reporting and reading
the items within SecurityCenter easy and uniform.

Common Configuration Enumeration (CCE) - The CCE can optionally be included as
additional information about the configuration audit. It will be displayed as part of the
raw detail within SecurityCenter.

Common Platform Enumeration (CPE) - Typical XCCDF content includes free-form
references to a wide variety of government standards. Enabling this feature includes this
information as part of an audit. This data can be very detailed and Tenable recommends
that audit files for large networks not make use of this data.

OVAL Result - Optionally include OVAL result data in the generated content. Enabling
this option also includes this information in the audit policy.

XCCDF Result - This field enables tracking of multiple parameters such as the name of
the SCAP policy, the date it was produced, its current accepted status and the date the
audit file was generated.

Patch - If applicable, include host patch data in the result findings.

Unknown - Include data not belonging to any of the above categories in the result
findings.
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After selecting the desired output options, click on the transform icon & at the top of the
interface or choose “"Reports” -> “"Nessus Transform”. A screen similar to the one below is

displayed:
¥ Tenable XTool = | [E]
File Reports View Help
Wm0 o ',:! ,:ﬁ ;N (:.ll .|
S G S Go S‘I
Nessus File:
|
Report:
StyleSheet:

LASR Conversion Interface

Use the browse dialog to locate the .nessus file to report on. Click on the “"Report” browse
dialog to determine the name of the report to be generated. Finally, browse for the desired
stylesheet.

& For the CyberScope data feed, you must use the
lightweight asset_ _summary results_format lasr.xsl stylesheet located in

the “Cyberscope” folder to format the report into a manner suitable for
submission.

After selecting the required fields, select the desired icon at the top portion of the interface:
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7} Tenable XTool = | [D] |-
File Reports View Help

ERlEFE LR

Nessus File:

C:fUsersf} oDownloads/56482/1.56482.nessus J
Report:

C:/Users/| /Desktop/xTooll.6.1b9/%Tool_1.6.1/lasrxml J
StyleSheet:

3.1/data/schema/Cyberscope/lightweight_asset__summary_results_format_lasrxsl ...

LASR View Options

First, use the icon on the far right with the arrows to generate the desired report. After
clicking on this icon, a screen similar to the one below is displayed:
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FEE2GCGC &

'H Organization Editar 2 - % -

Nessus
C:IU;
Report|
C:/Us

StyleS

X

5.1/dal]

Reporting Component: J

Tenable Department of Excellence

Component Bureau: J

Content Division

Enclave Name: | J

Central Maryland Branch

[ oK ] l Cancel

LASR Organization Editor

The following items must be entered. These are used to identify agency and enclave
information associated with the data feed:

Reporting Component - refers to a CyberScope value referencing a reporting
component. For example, values such as “Department of Justice”, “"Department of
Transportation” or “National Institute of Standards and Technology” would be valid
example entries for the first value.

Component Bureau - refers to a component-bureau, an individual FISMA reporting
entity under a component. For example, under Department of Justice one might see
values such as “Justice Management Division” or “Federal Bureau of Investigation”.

Enclave Name - refers to enclaves located within CyberScope associated with a specific
component or bureau. Agency administrators and agency points of contact ("POCs”) are
responsible for creating enclaves within CyberScope.

After completing these values and clicking on "OK", click on the top middle icon to view the
generated XML report. The icons on each side are for viewing the source .nessus file (on
the left) and viewing the associated stylesheet (on the right). The XML report is now ready
for submission via the CyberScope application. Please refer to the NIST CyberScope site for
more information: http://scap.nist.gov/use-case/cyberscope/index.html.
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ABOUT TENABLE NETWORK SECURITY

Tenable Network Security, the leader in Unified Security Monitoring, is the source of the
Nessus vulnerability scanner and the creator of enterprise-class, agentless solutions for the
continuous monitoring of vulnerabilities, configuration weaknesses, data leakage, log
management and compromise detection to help ensure network security and FDCC, FISMA,
SANS CAG and PCI compliance. Tenable’s award-winning products are utilized by many
Global 2000 organizations and Government agencies to proactively minimize network risk.
For more information, please visit http://www.tenable.com/.

Tenable Network Security, Inc.
7063 Columbia Gateway Drive
Suite 100

Columbia, MD 21046
410.872.0555

www.tenable.com
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