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Introduction

Elasticsearch is a third-party engine used to power full text search in Feith’s client applications (e.g. FDD,
WebFDD). Full text search provides an alternative to structured metadata searches, allowing users to
search for documents by the text in their pages.

This installer includes:

e The Elasticsearch product

e The Feith Authentication Plugin for Elasticsearch.
Once Elasticsearch is installed, you may want to:

e Set the Elasticsearch service to start automatically

e  Customize the credentials for the Feith Authentication Plugin

e Review and maybe update the stop words ES uses

Requirements
Java is required and the JAVA_HOME must be set.
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Install Elasticsearch

To install Elasticsearch:

1. Run the Elasticsearch (ES) installation package. The Welcome to the InstallShield Wizard for
Elasticsearch opens. Click Next to continue.

Welcome to the InstallShield Wizard for Elasticsearch

The InztallShisld \wizard will install Elasticzearch on your computer. To continue, click MNest
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2. Onthe License Agreement screen, click Yes if you agree to the terms.

Elasticsearch - InstallShield Wizard

Prezz the PAGE DOWH key to zee the rest of the agreement.

[This software waz developed by the Elasticsearch BY and the Apache

Software Foundation, and packaged for redistribution by Feith Sestems @
and Software, Inc., under the license listed below.

Apache License
Yergion 2.0, January 2004
hittp: # fwmeney. apache. org/licenses/
TERMS &MD CONDITIONS FOR USE. REPRODUCTION, AND DISTRIBUTION
1. Definitions.
"License" shall mean the terms and conditions for use. reproduction,
and distribution as defined by Sections 1 through 3 of this dacument.
"Licenzor shall mean the copyright awner or entity autharized by
the coppright owner that iz granting the Licenze.
“Legal Entity” shall mean the union of the acting entitp and all
other entities that contral, are controlled by, or are under commaon
control with that entity. For the purpozes of this definition,
"contral” means (i] the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or

Do pou accept all the terms of the preceding Licensze Agreement? [F pou
zelect Mo, the setup will cloge. Toinstall Elasticeearch, vou must accept “
thiz agreement.
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On the Choose Destination Location screen, choose the folder where Elasticsearch will be
installed. Click Next to continue.

The default location is C:\Feith. To choose another location, click Browse and select another
folder.

Setup will install Elazticzearch in the following folder.

To inztall ta this folder, click Mest. Tainstall to & different falder, click Erowse and select anather
falder.

Destination Folder
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4. Onthe Select Program Folder screen, choose where you want Elasticsearch in the Programs list.
Click Next to continue.

The default program folder is Feith Systems.

Setup will add program icons ta the Program Falder listed below. You may type a new folder name,
ar zelect ane fron the existing folders list. Click Mext ta continue.

Program Folder:

Emizting Folders:

Arcceszones
Adrniniztrative Tools
Feil

Games

Java Development Eit

b aintenance

ticrozoft SGL Server 2008
Microzoft SGL Server 2008 R2
ricrozoft VWisual Studio 2008
Motepad++

Oracle - OraClient11g_hormel
Startup 2

»
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A message informs you that the next few settings are required to configure Elasticsearch.

In a typical installation you can accept the defaults for the ES settings that follow. If you are

unsure what to enter, just accept the defaults. Terms like “cluster” and “node” and more will be

explained along the way.

Click OK to continue.

Elasticzearch - InstallShield Wizard

Iol The next few parameters are needed to configure Elasticsearch,

==
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6. On the Cluster Name screen, enter the name of the ES cluster to which this node belongs. Click
Next to continue.

A “node” is a machine where Elasticsearch is installed. The node may function on its own or, if
needed, you can scale up ES and have multiple nodes work together in a “cluster” sharing the
storage and work.

Usually you will have only one node in one cluster. Most systems do not need to scale up to
multiple nodes.

In a typical installation you can accept the default. If you are unsure what to enter, just accept
the default.

Give the name of the Elasticsearch cluster thiz node will belong ta.

fdd
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7. Onthe Nodes in Cluster screen, enter the number of nodes that are expected to be in the
Elasticsearch cluster.

Enter the number of “nodes” i.e. the number of machines running Elasticsearch, that you expect to

be in the ES cluster. You can increase this number later if needed.

In a typical installation you can accept the default. If you are unsure what to enter, just accept
the default.

Click Next to continue.

Give the expected number of nodas in the Elasticsearch cluster.
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8. Onthe Node Name screen, enter the name of this specific node. If there are other nodes in the
cluster, this name should be unique from the other nodes’ names.

In a typical installation you can accept the default. If you are unsure what to enter, just accept
the default.

Click Next to continue.

Give the name of “THIS* Elasticeearch node.

fdd1|
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On the Other ES Hosts screen, enter the names of the other machines — if any — hosting the
Elasticsearch nodes in this cluster. Each name is enclosed in double quotes and separated by

commas.
For example: “fdd2”, “fdd3”

If this is the only Elasticsearch host (“node”) in this cluster, just leave this blank.

In a typical installation you can accept the default. If you are unsure what to enter, just accept

the default.

Click Next to continue.

Elasticsearch - InstallShield Wizard

Give the names of the “0THER® Elasticzearch hosts in the cluster.
Enclose each host name in double quotes, and zeparate them
with commaz. E.g. "host1","hozt2"

Leave blank if the no. nodes in the cluster iz 1.

Feith Install Guide for Elasticsearch 13



10. On the Shards screen, enter the number of shards that the Elasticsearch index will be broken up
into and leave room for growth. Once this number is set here, it cannot be changed later.

An “index” is the ES database that will contain the data from your FDD database to power full text
searching. An index can be broken up into “shards,” or chunks, for a system that needs to scale up
and spread the work across multiple machines. For a typical system, five shards should be fine.

In a typical installation you can accept the default. If you are unsure what to enter, just accept
the default.

Give the number of shards in the Elasticsearch cluster.
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11. On the Replicas screen, enter the number of replicas to store for each shard.

A “replica” is a copy of the data in the shard, like a backup. If you have just one node, you cannot
have any replicas. If you have multiple nodes, you can set up replicas. If one node goes down the
system may be able to continue to run normally using the replica until the node is restored.

In a typical installation you can accept the default. If you are unsure what to enter, just accept
the default.

Give the number of replicas ['backups'] per Elagticeearch shard,
It should be O if the no. nodes in the cluster iz 1.
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12. On the Start Copying Files screen, click Next to start installing Elasticsearch.

Setup haz enough information to start copying the program files. [F you want to review or change
any settings. click Back. |f you are satisfied with the settings, click Mest to begin copying files.

Current Settings:

Destination Directory: -
C:hFeith

Pragram Falder:
Feith Systems
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14. The Elasticsearch configuration file (elasticsearch.yml) displays. Make changes if desired. Save

and close the file.

File Edit Format View Help

j elasticsearch.yml - Notepad EI@

BESEREEEEERESEE#EEEES Elasticsearch Configuration Example #######5#5888848548854
This file contains an overview of various configuration settings,

targeted at operations staff. Application developers should

consult the guide at <http://elasticsearch.org/guides.

The installation procedure is covered at
<http://elasticsearch.org/guide/en/elasticsearch/reference/current/setup. html=>.

Elasticsearch comes with reasonable defaults for most settings,

50 you can try it out without bothering with configuration

Most of the time, these defaults are just fine for running a production
cluster. If you're fine-tuning your c{uster, or wondering about the

effect of certain configuration option, please _do ask_ on the

mailing 1ist or IRC channel [http://e1asticsearch.orﬁ/community].

Any element in the configuration can be replaced with environment variables
by placing them in ${...} notation. For example:

A ok R e R e S e e e e e e e W

#node.rack: ${RACK_ENV_VAR}
# For information on supported formats and syntax for the config file, see
# <http://elasticsearch.org/guide/en/elasticsearch/reference/current/setup-configuration. html>

FEES R H R AR AR AR AERERERERRRRRRRRERERE CUSTar #R484448 484488 ERERHRRRREHEHERERERS
# Cluster name identifies your cluster for auto-discovery. If you're running

# multiple clusters on the same network, make sure you're using unique names.

#

cluster.name: fdd

FEFEERF AR AR AR R R E R AR R A R R AR EARERE Node #E4#348 8484834888 HERRHRHHE R 4R 4R R4 E 454
# Node names are generated dynamically on startup, so you're relieved

# from configuring them manually. You can tie this node to a specific name:

#

node. name: fddl

# F55: node.local can be set if we only have one node, and no F55 web Serwvice.
#node. Tocal: true

# Every node can be configured to allow or deny being eligible as the master,
# and to allow or deny to store the data.

: Allow this node to be eligible as a master node (enabled by default):
ﬁnode.master: true

# Allow this node to store data (enabled by default):

ﬁnode.data: true

4 I 2

m
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15. A message asks if you want to create an ES index for your FDD database now. Click Yes to make
the index now. Click No to skip this step and do it later.

Elasticsearch - InstallShield Wizard E3

'el Do you want to create an Elasticsearch index for FDD now?

Yes | | Mo

If you chose Yes:

a. A command prompt opens and asks what you want to name the new index.

B C\Windowshsystem32icmd.exe

C:“Feith~Elasticsearch~bin>echo off

Choose a name for vyour Elasticsearch index for FDD.
The FDD connect string is usuwually a good choice.

Your Elasticsearch index name for your FDD database:_

b. Enter the desired name. Using a name identical to your FDD database’s connect string is
usually a good choice.

c. Hitthe ENTER key. The index is created and a Status code: 200 is returned to confirm
success.

d. Hit ENTER to exit the script.

Feith Install Guide for Elasticsearch 18




16. A command prompt opens to confirm installation of the Feith Authentication Plugin for ES. Hit the
ENTER key to install the plugin. The plugin is installed.

B C\Windowshsystem32icmd.exe =0 Ea @

C:“Feith~Elasticsearch~bin>echo off
for Elasticsearch

JAUA_HOME is set to C:“Program Filesz {(xB6>“Javasjdkl.6.B@_32.

Going to run ‘plugin.bat —install feith—auth—plugin —url file:C:“Feith:\Elastic
searchnES—feith—auth—plugin.zip”®.

Hit the ’‘Enter’ key to run it now.

Fresz any key to continue . . . _
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17. On the InstallShield Wizard Complete screen, click Finish to complete the installation.

You may want to:

e Set the Elasticsearch service to start automatically

e Customize the credentials for the Feith Authentication Plugin

e Review and maybe update the stop words ES uses

InstallSeld Wizard Complete

Setup hasz finizhed installing Elasticzearch on your computer.
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Start Elasticsearch

By default, the Elasticsearch service is set to a Manual start, instead of Automatic.

To start ES on Windows, open the Services module, select the service called Elasticsearch, and start the
service.

To set ES to start automatically when the server machine starts:

1. Inthe Windows services module, right-click the Elasticsearch service and select Properties. The
Properties dialog opens.

Change the Startup type to Automatic.
Click OK. The Elasticsearch service will start automatically when the server starts.
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Customize Feith Authentication Plugin Credentials

When you use the Feith installer for Elasticsearch, the Feith Authentication Plugin is installed and
credentials must be given in order to index and search for documents in ES.

The credentials are at the bottom of ES’s configuration file, elasticsearch.yml, stored in ES’s config
directory (e.g. C:\Feith\ElasticSearch\config). For example:

com.feith.es.plugin.token: alb2c3d4eb
com.feith.es.adminUsers:
admin : z26y25x24

The password token is used by programs that do full text searches (e.g. FDD Client). The administrator
credentials are used by UTR.

We recommend you change the default user name and password to the credentials you want to use.

To customize the password token for clients that do full text searches:

1. Change the password token given in com.feith.es.plugin.token in ES’s configuration file
elasticsearch.yml. For example

com.feith.es.plugin.token: 14m5n6

Note that the password is encrypted, so you need to encrypt the password using the fencrypt
program installed in ES’s bin directory (e.g. C:\Feith\Elasticsearch\bin).

2. Change the ES security info keys in the system information table to match the new value in ES.
Update fdd.system_info for the row with obj_name ES_SecuritylInfoKeys and set that row’s
obj_desc to the new password you just set in ES. For example:

OBJ_TYPE OBJ_NAME OBJ_DESC

M ES SecurityInfoKeys 14m5n6

To customize the administrator credentials for UTR:

1. Change the user name and password given in com.feith.es.adminUsers in ES’s configuration file

elasticsearch.yml. For example:

com.feith.es.adminUsers:
administrator : o7p8g9

T i

User Name Password

Note that the password is encrypted, so you need to encrypt the password using the fencrypt
program installed in ES’s bin directory (e.g. C:\Feith\Elasticsearch\bin).

2. Change the ESUser and ESEncryptedPassword in UTR’s initialization file utr.ini to match the
new user name and password you just set in ES. For example:

ESUser administrator
ESEncryptedPassword o7p89g9

See UTR Manual for more information on configuring ESUser and ESEncryptedPassword.
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Review and Update Stop Words

The “stop words,” which Elasticsearch ignores, are stored in a file called fss_stopwords.txt. The stop
words file is stored in ES’s config directory (e.g. C:\Feith\ElasticSearch\config). ES’s configuration file,
elasticsearch.yml, has a setting at the bottom that points to the stop words file. For example:

stopwords path: C:/Feith/Elasticsearch/config/fss_stopwords.txt

You may review the stop words list in a text editor (e.g. Notepad) and modify it if desired. Each word should
be on a separate line. The list of stop words we recommend are those already in fss_stopwords.txt. In
addition to these words, you may add words that are excessively common in your organization (e.g. your
organization’s name may be in every one of your archived emails).
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Revision History

Date Version  |Author Description
6/20/2016 (1.7.4 GJG Added clarification for customizing security and reviewing stop words.
3/11/2016 |1.7.4 GJG New documentation.
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